D-PREP

SAFETY DIVISION

Online Dating

Online dating has become the norm for meeting new people, with over 400 million users active on
platforms like Tinder, Bumble, and Hinge. While these apps offer incredible opportunities to meet new
people, their growth has been matched by evolving risks, including sophisticated data breaches, AI-
powered catfishing, romance scams, and sextortion.

The good news is that the apps are also working to make things safer. Many now employ robust identity
verification, AI-driven scam detection, end-to-end encryption, and in-app emergency buttons to protect
users. Here’s how to navigate the world of online dating securely and anonymously.

Protecting Your Data and Identity

Signing up for a dating app requires sharing sensitive personal information, including photos, location,
health status, and biometric data. Protecting this data is your first line of defense.

Choose Reputable Platforms: Choose services known for strong security and transparent
privacy policies. Look for clear opt-in/out settings and visible privacy controls.

Limit Personal Details: Never include your full name, workplace, phone number, or home
address in your profile. Scammers can use these details to locate you offline or build a convincing
impersonation scheme.

Use Unique Photos: Only upload pictures that are not available elsewhere on your social media.
This makes it significantly harder for someone to reverse-image search you and doxx or catfish
you.

Fortify Your Login: Use a strong, unique password and enable two-factor authentication (2FA)
on every dating app. This prevents account takeovers, especially if another service you use suffers
a data breach.

Review Built-In Privacy Features: Take full advantage of "incognito mode," photo blurring,
and location-masking tools offered by your chosen app.

Check Permissions & Delete Old Accounts: Regularly check what data the app can access
on your device and delete accounts from platforms you no longer use.
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Avoiding Catfishing and AI-Powered Scams

Al-powered romance scams have reached an alarming level of sophistication. In 2025 alone, these scams

have cost victims over $1.35 billion. Stay vigilant with these steps:

Verify Before Trusting: Conduct a reverse image search on profile pictures to see if it's stolen
from someone else. Check for consistency in their name, stories, and details across platforms.

Insist on Live Video: A live video call is one of the best ways to verify you're talking to a real
person. Consistently dodging video calls is a major red flag.

Stay On-Platform: Keep all communication within the dating app’s messaging system.
Scammers often attempt to move conversations to SMS or encrypted messaging apps, such as
WhatsApp, to evade detection and make reporting more difficult.

Guard Sensitive Information: Never share financial details, intimate images, or deeply
personal family information with someone you haven’t met and verified. This material can be
used for sextortion and blackmail.

Trust Your Gut: If a conversation feels off, or an offer seems too good to be true, it probably
is. pause or disengage immediately.

Staying Safe on an In-Person Meetup

When you decide to meet someone in person, your physical safety must be the top priority.

Meet in Public: Always choose a well-lit, busy place like a café or restaurant to minimize risk.
Arrive early and discreetly inform a staff member or your bartender that it's a first date; they are
often more than willing to keep a subtle watch.

Share Your Plans: Tell a friend or family member where you're going, who you're meeting, and
when you expect to be back. Arrange a check-in time or a safe "code word" to text if you need
help.

Stay Sober and Aware: Limit your alcohol consumption to keep your wits about you. Always
watch your drink being prepared and never leave it unattended.

Have an Exit Strategy: Drive yourself or arrange your own transportation. Your intuition is
powerful; if you feel uncomfortable or your boundaries are violated, do not hesitate to leave
immediately.

Whether you're swiping for fun, friendship, or love, staying empowered and informed is key. In the digital
dating world, you should never have to trade safety for convenience.
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